OpenDNS Basics

Domain Name Servers (DNS) are used for browsing the Internet and sending emails. Handling billions of requests each day, the DNS system forms one of the largest and most active distributed databases used worldwide. Simply put, the DNS system translates human-readable URLs (website names) into machine-readable numbers. This process termed ‘domain name resolution’ occurs as the first step in retrieving a webpage into a browser window. For example, when a person wants to visit Google’s website, the first thing that happens before the page is even loaded is that the DNS system translates the domain name ‘www.google.com’ to an IP address such as 208.69.36.230 so that the request can be. Most Internet service providers (ISPs) have their own DNS servers that are used by their customers to perform this function. These local servers are in turn linked to other DNS servers across the world so as to keep updated on domain name and IP address relationships. 

So how does OpenDNS fit into the picture? By replacing the DNS servers provided by the local ISP, OpenDNS performs the necessary translation between domain names and IP addresses. By placing their servers in strategic locations and employing a large cache of the domain names, OpenDNS usually processes queries much more quickly than the local ISP, thereby increasing page retrieval speed. 

OpenDNS also provides a filtering mechanism that currently serves as the CIPA compliant filter for more than 20,000 schools and libraries in the United States, as well as some big name businesses, state and local government agencies, and other non-profits. A featured customer list can be found at http://www.opendns.com/customers/featured/. Their service can filter requests by either allowing or denying websites based on predefined rules. Theses rules, usually termed the black & white list, are categorized entries in a community driven list whereby individual OpenDNS subscribers can suggest sites for blocking. If a sufficient number of other subscribers concur with the categorization of the site, it is added to the appropriate category for blocking. However, it is important to note that OpenDNS also provides the ability to override the community approved filter through individually managed blacklists and whitelists (NOTE: The basic free service has a quota limit of 25 domains). 

Perhaps the most intriguing aspect of the whole OpenDNS service is the price: FREE! OpenDNS makes its money by offering advertisements alongside search results when the domain entered is not valid and not a typo that the service can fix. If for example, you mistype www.google.com as 'www.g11gle.com' in your address bar, you would be sent to an OpenDNS search page instead of the usual 404 page. The same strategy is used for pages that have been blocked by their filtering service. Considering that OpenDNS announced a milestone in serving up over 16 billion DNS queries in two days during July, that’s a lot of potential revenue from advertising (Update: OpenDNS recently set another milestone in December 2009 by servicing 20 billion DNS requests in a 24 hour period)! OpenDNS has also recently announced plans for both a Deluxe and Enterprise cloud-based services targeted at SMBs and large enterprises, which shows a commitment to the growth of their unique business.
OpenDNS Deployment
As most of our libraries utilize the DHCP function of their routers to handle LAN-side IP and DNS settings, deployment of OpenDNS was fairly simple. We simply replace the ISP assigned DNS entries in the router with those provided by OpenDNS (208.67.222.222 & 208.67.220.220). In addition, browser proxy settings for the existing KanGuard filter were disabled. It may be worth mentioning that almost none of our libraries in the Southwest region use Microsoft Server Domain Controllers, so each machine needed to be touched in order to complete the conversion process (disabling proxy). Some machines had been set up with Group Policies to prevent patrons from tampering with browser settings, and these policies were also removed via the gpedit.msc command interface where necessary. 
SWKLS set up one system OpenDNS account. We set our office network to the Low setting and use this template for all new entries. This setting covers five categories, including pornography, phishing, proxy / anonymizer, tasteless, and sexuality. When adding a new network (library) into our OpenDNS account, we have simply added the primary /32 WAN IP that is used for patron / staff Internet access. It is possible to add subnet blocks ranging from /31 to /16, but these require a different mechanism for authenticating them as owned or leased by the library as they are considerably larger in scope than a single IP. As a side note to this, we encountered one problem while adding two non-contiguous, single IP networks at one of our member libraries. The two IP’s had already been claimed by another OpenDNS account holder as part of a larger network / subnet in their account. This required us to contact OpenDNS in order to resolve the issue. For these reasons, I would suggest just adding /32 (single) IP’s where needed. OpenDNS also provides a mechanism to support dynamic IP accounts by way of a dynamic IP updater that can be installed (DNS-O-Matic, a DNS Update API from DynDNS). However all of our libraries that use OpenDNS are on static IP’s and therefore we have not needed this function within our system.
As for the ability to offer unfiltered access to adult patrons upon request, we use a simple shell command (netsh interface ip set dns) wrapped in a VB .NET package. It basically changes the DHCP provided DNS IP’s (from OpenDNS) to the ISP provided DNS addresses (in most cases, KanEd). The executable is copied onto a USB flash drive and left with each library for use should the need arise. If an adult patron requests unfiltered Internet, the librarian inserts the flash drive and clicks on Unfiltered and then removes the flash drive. When the patron is finished, the librarian restarts the computer or inserts the flash drive again and selects Filtered (this restarts the computer).
As most of our libraries’ routers also handle wireless patron access (as opposed to separate AP’s or routers), it should be noted that we opted to filter wireless Internet access as well as the wired LAN computers. Most of these routers fall in to the SOHO spectrum (Linksys, etc.), and as such do not have the ability to separate the wireless clients in such a way as to offer different (unfiltered) DNS settings by default. Unfiltered wireless access could be accomplished by either utilizing third party firmware on the router or installing another wireless router on a separate WAN IP.
Overall, our experience with using OpenDNS as a filtering mechanism has been good. Our libraries’ patrons have not complained of overly stringent filtering, and our libraries’ staff members have found the filtering to be on par with previous mechanism(s) and easy to work with in regards to disabling upon request. 

